Meroauyeckne pekoMeHIaM|HA 0 pa3MeMeHAR Ha HAEGOPMAINMOHHBIX CTEHJAX,
odpHUHAILHBIX HHTEpHeT-calTaX U ApYrux HHGOpMaHOHHBIX pecypcax
0bmeobpa3oBaTebHLIX OPraHH3amKii H OPraHoB, 0CYMECTBANIOMMUX YNpaBJenne B chepe

o0pasoBanus, HHGOPMaLKHK 0 Ge30nacCHOM MOBeJCHHH H HCIIONL30BAHHH ceTH «MHTepHET

Okcrnicpramu ¥ wieHamMu Bpemennoit kommccun Copera Denepauuu 00 pasBUTHIO
MHQOPMALHOHHOTO OOIIECTBA B paMKaX BBHIMOJHGHHS pPEKOMEHJAUMM [1aplaMEeHTCKUX
CTylIaHHH «AKTyalbHbIE BONpOCHl o0ecrieyenus OE30MaCHOCTH M pa3BUTHA JCTeH B
HHQOPMAIIHOHHOM IPOCTPAHCTBEY, KoTophle nponuty B Cosere Penepaunu 17 anpens 2017 r.,

ObutH pa3paboTaHbl METOAWYECKHE PEKOMEHJAUMH O pa3MEMEHHH Ha HHQOPMAIMOHHBIX

CTeHNaX, OQHUHATBLHBIX HHTEpHeT-caliTax W JpyruxX HHGOPMALMOHHBIX  pecypcax

00meobpa3oBaTeNbHBIX OPraHM3alMil ¥ OpPraHOB, OCYUIECTBISIONMX YIpaBleHHEe B cdepe
obpazoBanns, mHGOpMaLKK O 0€30MaCHOM MOBEJECHHHM M WCMOIb30BaHWH ceTH «MHTepHeT»
(nanee — METOAMYECKHE PEKOMEHIALUH).

Metoaudeckne peKOMEH[AIMM HampaBjicHBl HA KAadCCTBEHHOE MOBBINIEHHE YPOBHA
HHQOPMALMOHHOM  JeATeNbHOCTH  00meobpa3oBaTeNbHBIX  OpraHM3allii W OpraHoB,
OCYILIeCTB/SIOLUIMX YTIpaB/eHHe B chepe 0Opa3oBaHus, B 4aCTH HHPOPMUPOBAHUSA YYALIUXCS, HX
poHTeNnel (3aKOHHBIX MIPe/ICTABHTENEH) B Mearoryyeckux pabOTHUKOB 00 OCHOBHBIX acleKTax
HHQOpPMaAHOHHOH 6€30MacHOCTH.

Metoauueckue peKOMEHZALUMH [103BONAT 00IMe00pa3oBaTeNbHEIM OpraHM3aUUsIM |
OpraHaM, OCYIWIECTBIAIOLUMM ympapieHne B cdepe 0OpasoBaHMs, aKTyaTu3HpOBaTh Yxe
MCTIOMb3YeMbIe ¥ pa3MelleHHble HHPOPMallHOHHBIE MAaTePHaJIbl, TaK H JIOArOTOBHTD HX B CIIy4ae
BX OTCYTCTBHA C yYETOM NyYLIUX NPAKTHK H PEKOMEHIALHH.

B paMkax METOAHYECKUX PEKOMEHJALMHA pacCMaTpPUBAOTCA CIIELYIOUME HHCTPYMEHTEL:

1. uHpOpPMaUHOHHBIE CTCH/IbI;
2. ouuHantbHble UHTEPHET-PECYPChI;

3. cpenctBa MaccoBoH HH(OpMAUHHU (IUKOTLHbIE ra3eThl, I1€JarOTHIECKHE H3NAHHA
H JpYyrue).

Hugpopmayuonrvie cmenowl

Ha  unpopManMOHHBIX  creHmax B obieobpa3oBarenpHbIX  OpPraHU3AlMAX,

PAacToOOAKEHHBIX B (QOHE yupexneHuii u B KaDMHETAX, OCHALUCHHBIX IEPCOHATBHEIMHU

yCTPOHCTBAMH LA BBIXOAA B ce1b «MHTEpHETY, peKoMeHIyeTCs pasMecTHTh HHGOPMALMOHHbIE



NaMATKH, CONEpXKallie OCHOBHEBIE COBETHI MO obecreucHuo MHPOpPMAaUHOHHOK Oe30macHOCTH
YYaIUXCH,

B npunoxenuu Nel kx Metonuyeckum pekomeHauusaM IpeacTapieH obpasel] MaMATKH

JUIA pasMeImen s Ha WHGOPMAMOHHBIX CTEH/IaxX.

Cpedcmea maccoso ungopmayuu

B cpemcrBax MaccoBoif  MH(pOpMauMH, OpHEHTHPOBAHHBIX Ha OOydaroLIuxcs,
PEKOMEHJIyeTCd B TEeYeHWH y4eOHOro roja peryispHo myOIMKoBaTh HH(QOPMALMOHHbIE
MaTepHaNbl, MOCBAMEHHBIE OTAENbHbIM acnekTaM HH(pOpMALMOHHOH 0e30MacHOCTH, a Takxke
pa3/IMYHbIC NIaMATKH 0OIIEro xapaxrepa.

B cpenctBax MaccoBoit MHpOpPMauMM, OPHEHTHPOBAHHBIX Ha [€arorM94ecKyio
OOIIECTBEHHOCTD, PEKOMEHYETCS B TEYEHHH KAIeHJApHOro rofa peryidpHo MyOIMKOBATh
MHGOPMALMOHHBIE MaTepHalbl, IOCBALICHHBIE OTACILHBIM aclekTaM HH(YOPMAIMOHHOMH
6€30MacHOCTH KaK HECOBEPILEHHONETHUX, TaK H 00Le00pazoBaTeIbHbIX OpraHU3alHlH, a TaKKe
pa3iMyYHble NaMATKH, 0030pbl HOPMATHBHO-NIPABOBOrO pPeryJIHpPOBaHHA MJAHHOH cdepsl U
HHGOOPMALIMIO O AKTYAbHBIX MEPOIIPHATHAX M COOBITUAX B JaHHOM cdepe.

B xome npoBexenusa Emmnoro ypoka mo 6GezomacHoctw B cetn «MHTepHer»
peKOMeHayeTcs 0OECTIeYNTh BBITYCK TEMATHYECKOIO BbIITYCKa CPeACTBA MacCoBOM HHbOpManuu
b0 cepuy nNyONMMKALMHK, CPEIM KOTOPBIX PacCMOTPETh OPraHM30BAHHBIC MEPOTPHATHA [UIA
ofygarommxcs, HMX  poauTened  (3aKOHHBIX  MPEACTABHTENEH) W MEAaroruyeckoH

001eCTBEHHOCTH.

Oguyuanvhvie Humepuem-pecypco
O6meobpa3oBaTe/ibHBIM  OPraHH3alUMAM PEKOMEH/IYETCS HAa CBOMX O(HIMAILHEIX
HMurepuer-pecypcax obecneynTs (GyHKUHOHHPOBaHUE CAMOCTOATENILHOTO u
cnenuanu3nposanHoro pasaen «Mudopmanmonnad Ge3onacHOCTL), B pamKax KOTOPOro

NpElyCMOTPETh PAa3MELLEHHE CIIEAYIOLIEH HHDOpPMALIHH:

Ne Paspen/moppasen Gopmar Conepxanne marepuasion
NPEACTABJICHHUS
MATEPHAJIOB ‘
1. | JlokanpHble HOPMATHBHBIE Konuu nokymenros 8 | Pasmeraiorcs konuu ‘
axkThl B cepe obecrieuenus dopmare *PDF AOKYMEHTOB, T.€. CKAHMPOBAHHbIH |
J

HH(QOPMALMOHHOH BapHaHT JOKYMEHTa,

GesonacHocTH COOTBETCTBYIOLIMH TpeboBaHMsIM




ofyvammromuxcs

K [1apamMeTpaM CKaHUPOBAHHMS.
Pasmemarorcs OKyMeHTEI,
pernaMeHTUpYIOIIHE
OpraHH3aLHIo U paboTy ¢
TIePCOHANBHBIMH JIAHHBIMH,
IUTAHBI MEPOIIPUATUHM 110
obecnedernio HHHOPMALMOHHOM
Be3onmacHOCTH 06yyalomuxcs u
ApyTHe.

2. | HopmatugHOE
peryJinpoBaHue

Komun rokymenToB B
popmare *PDF

[Iy6nukyroTcs akTyaibHbIe
ceeneHns o6 GenepasbHBIX U
PErHOHATBHBIX 3aKOHAX, MHChMaX
OpraHoOB BJIaCTH H JpYyrue
HOPMAaTHBHO-TIPAaBOBbIE
JOKYMEHTBI, perlaMeHTHPYIOmue
obecrnieuenne HHGOPMaUMOHHOM
6e3onacHoCTH
HECOBEPILEHHONETHHX.
JlonyckaeTcst BMECTO KOMHH
pasMeLlaTh ITHIEPCCHUIKH Ha
COOTBETCTBYIOLIHE JIOKYMCHTHI Ha
calTax OpraHoB I'OCYJapCTBEHHOH |
BJIACTH.

3. | Ilemaroruueckum
paboTHHKaM

TexcT Ha cTpanuue
caHTa

Konuu 10kymMeHTOB B
dopmare *PDF

Pasmeinarorcst METOAHYECKHE
PEKOMEHIaUMH H YKa3bIBaeTCH
HHQOPMALHs 0 MEPOTIPHATHSX,
MPOEKTax H IporpamMmax,
HallpaBJICHHbIX HA MOBBIIICHHE
HH(GOPMAMOHHOM rPAaMOTHOCTH
IeJarOri4YeCcKuX pabOTHHKOB.

4, | O6yqaromumcst

Texct Ha cTpanuLe
caiita

Pasmemaercs undopmarmonsas
namsaTKa (npunoxenue Ne2) u
yKasbiBaeTcsi WHGopMauus o
MEPOTPHATHSX, IPOEKTAX H
MpPOrpaMMax, HAlNPABJIEHHBIX HA
TNOBBICHHE HHPOPMALMOHHON
rPaMOTHOCTH O0YYalOIHXCS.

5. | Popurensm (3aKkOHHBIM
Tpe/ICTABHTEILSIM)
obyyaromuxcst

Texcr Ha cTpanuLe
caira

Pasmemaercs unbopManuontas
namsTka (npunoxexue Ne3).

6. | lerckue Ge3onacHble CaiTh!

Texcr Ha cTpanune
canTa

Pasmewmaercs unpopmanus o
PEKOMEHTYEMBIX K
UCII0JIB30BaHUIO B yueOHOM
npolecce 6e30MnacHbIX canTax,
OanHepbl O€30MacHbIX AETCKHX
CanToB.

Oprasam, OCYLIECTBISIONIMM YyTpaBjieHHe B chepe 0Opa3oBaHHA, PEKOMEHIYETCH Ha

ceoux opummanbHBIX MHTepHeT-pecypeax obecnednts HYHKUHOHAPOBAHHE CAMOCTOSTEIBHOIO

U chneuuanM3upoBaHHOro paspen «Mudopmauuonnas 6e30macHOCTB», B paMKax KOTOPOro
MpefycMOTPETE pasMelleH e crielyiomeil uEpopManuy:




Hpunoxenne Nel. Iamsaria ans o6yuasomuxes 06 nHpopmanmonnoii GesonacHocTu aereii

HEJIb35
1y

Beem mompsn coobwath CBOX YacTHYIO uHpOpMaLMIO (HacToAIAE WM, bamummro,
TeneQoH, anpec, HOMep WKONbI, & TAKkKe GoTOrpadui CBOM, CBOCH CeMBU i Ipy3ei);
OTKpBIBaTH BIIOXKEHHBIE (haliibl HMeKTPORHON IOYTHL, KOTIA He 3Haels OTIpaBUTENS,
I'py6RTS, IPHIHPATECS, OKA3BIBATE ABIICHHE — BECTH CeOS HEBEKITHBO 1 arpecCHBHO;
He pacnopsxalica newbramm Tmoel cembH 63 paspelienus crapmmx — BCer/a
CIpamuBan pOOUTENCI;

He Bcrpevaiics ¢ UuTepHer-3HakoMbiMi B PETbHON JKM3HH - IIOCOBETYHCH co
B3POCIBIM, KOTOPOMY JOBEPSEILb.

OCTOPOXHO
1.

B L

He Bce mamyT npasny. Ynraems o ceGe Hernpasay B MHTepHere — coobum 06 stom
CBOHM POZTMTENISIM HIIH ONIEKYHaM;

[Ipurnamaior nepenucrisatscs, HIpaTh, 0OMEHUBATHCS — IIPOBEPD, HET JIH I10/BOXA;
HesakoHHOe konuposanue daiinos B UHTepHeTe — BOPOBCTBO;

Beerna pacckassisait B3pocibmv o npobiiemax B ceTH — OHHM BCEr/1a IIOMOTYT;

Hcnone3yit HacTpoliki GesonacHocTH u PHBATHOCTH, YTODBI HE IOTEPATH CBOH
AKKaYHTHI B COLCETAX H APYTHX MOpTayiax.

MOXHO

N e

YBaxkall IpYrHX 10/1b30BaTeNei;
Tlonb3yewmses IHTEPHET-HCTOUHNKOM — el CCBUIKY Ha HEro;
OTKpbIBaii TOJNBKO TE CCBUIKH, B KOTOPBIX YBEDEH:

O6warbess 3a NOMOLIBIO B3POCIBIM — POJAMTENH, ONEKYHB! U a[IMHHUCTPALIUS CalTOB
BCErja IoMOr'yT;

Ipoiinu 06yuenne Ha caitre «CeTeBHIOK» U NOIYYH NACIOPT MUMPOBOTO rpaxKiaHuHal



[punoxenne Ne2. Undopmaumonnas namarka 415 06y4al0muxcs A1s paMemenus xa
opuumansubix HHrepHer-pecypeax

C KaXIBIM IrOZOM MOJIOAEXKH B HHTEPHETE CTAHOBHUTHLCA GOMbIIE, a IKOILHAKY OHH M3
caMbIX AKTHBHBIX mNob3oBarenell PyHera. Mexay TeM, NMOMMMO OrpOMHOTO KOJHYEeCTBa

BO3MOXHOCTEH, HHTEpHeT HeceT W npobJieMbl. DTa naMATKa NO/KHA NOMoub Tebe Ge3omacHo
HAXOUTHCH B CETH.

KomnviomepHoie eupycul

KommnbloTepHbIi  BHPYC — 9TO  pPasHOBHAHOCTh  KOMIBIOTEPHBIX  IIpOrpamM,
OTJIMYHTENILHOH OCOOEHHOCTBIO KOTOPOi fBNseTC CMOCOOHOCTh K PasMHOKEHMIO. B
AONOJIHEHHE K 3TOMY, BUPYCBI MOTYT IOBPEAMTh MM MOJHOCTBIO YHHYTOXHTH Bce Gallisl u
AAHHBIC, MOJKOHTPOJBHBIC IMOJIL30BATEIO, OT HMCHM KOTOpOro ObUia 3alylleHa 3apa)c€HHas
NporpaMMma, a TaKXE MOBPEIUTb WJIM NaXK€ YHHYTOXUTH ONEPALMOHHYIO CHUCTEMY CO BCEMH
aiinamu B nenom. B GonbumnncTBe C1yyaes pacupoCTpaHsAIOTCS BUPYCHI Yepe3 HHTEPHET.

MeTozpbl 3aIIHTEI OT BPEJOHOCHBIX IIPOTPaMM:

1. Mcnons3ylt coBpeMeHHBIE OTEpAMOHHbIE CHCTEMBbI, HMCIOUIUE CEPhEIHBIA YPOBEHD
3aIMTHI OT BPEAOHOCHBIX MPOrpamm;

ITocrosnnO ycranaBnuBail maytv (HMGPOBBIE 3aIATKH, KOTOPBIE ABTOMATHYECKHU

YCTaHABIMBAIOTCA C UENBIO N0padTKM NporpamMmsl) H Ipyrue OOHOBJIEHHS CBOEH

ONepalMOHHOM cucTeMbl. CkauuBak KX TOJBKO C OQUUMATILHOrO CalTa pa3paboTynKa

OC. Ecmu cymecTByeT pekum aBTOMaTHUECKOr0 0GHOBIIEHH!A, BKITIOYH €ro;

3. Paotait Ha CBOEM KOMIIBIOTEpE MO/ NPABAMK IIOJIE30BATEA, & HE ATMHHHKCTPATOPA.
9T0 He MO3BOJUT OONBUIMHCTBY BPEJOHOCHBIX IPOIPAMM HHCTAUIMPOBATBCA HA
TBOEM IEPCOHATEHOM KOMIIBIOTEDE;

4. Wcnonw3yit aHTHBHPYCHBIE IIPOrPaMMHBIE IIPOLYKTHI U3BECTHBIX MPOU3BOHTENEH, C

aBTOMAaTHYCCKHM OOHOBIEHUHEM 0a3;

Orpanugp QU3HYECKUi JOCTYI K KOMIILIOTEPY JUIA TOCTOPOHHHX JIMLL;

6. Hcnonp3yit BHEIIHHE HOCUTEIM MHAOPMALMH, TaKHE KaK (elka, IHCK W ¢aiin u3
MHTEPHETA, TOMbKO M3 NPOGYEPEHHBIX HCTOYHHKOB;

7. He oTkpsiBaif KOMIbIOTEpHBIE (aMibl, MOJYYECHHBIE M3 HEHANEKHBIX HUCTOYHHKOB.
Haxe Te ¢aitnsl, KOTOpbIE NpUCHal TBOH 3HAKOMEBIA. Jlydiie yTounu y Hero,
OTIIPaBIISUI X OH Tebe HX.

2.

W

Cemu WI-FI

Wi-Fi - 310 He BUA mepeiauy JaHHbIX, HE TEXHOJIOTHS, @ BCEro JIMLIL OpeH i, Mapka. Eme
B 1991 rony mupepnaniackas xoMnaxus 3aperucrpuposana Openn « WECA», yto o6o3nagaio
cnosocoueranue « Wireless Fidelity», koTopplit mepeBoanTes Kak «0ecrpoBO/Hast TOUHOCTEY.

Jo namero BpeMeHHM noumuia apyras abOpeBuarypa, KOTOpas SBJSETCS TaKOH ke
TexHosoruer. Oto abbpesuarypa « Wi-Fin. Takoe Hazsaxue OpLI0 JaHO ¢ HAMEKOM Ha CTAHAAPT
BhICLIMH 3ByKOBOH TeXHHKM Hi-Fi, uTo B mepeBoje 03HayaeT «BLICOKAA TOUHOCTBY.

Ha, GecruiaTHBIH HHTEPHET-A0CTYN B Kade, OTe/sIX W adporopTax SBIAETCS OTJIHYHOMN

BO3MOXHOCTBIO BBIXO/Ia B HHTepHET. HOo MHOrHe sKcneprsl CYMTAIOT, 4To 001enocTynHble Wi-
Fi ceTu He ABIsAOTCA 0€30IMaCHEIMHY,

Cogersl 1o 6e3onacHocTd pabote B o6uienocTynHbIX cetsax Wi-fi:



1. He mepenmasait CBOW NMYHYI0 MHQOPMAUHIO 4Yepe3 OOMIENOCTYIHEIC Wi-Fi cern.
PafoTas B HHX, XENATENHHO HE BBOJAMTH NAPOJH JOCTYIA, JIOTHHBI H KaKue-To
HOMeEpa,

2. Vcnonb3yit 1 0OHOB/AH aHTMBAPYCHBIC IPOrpaMMBbl H Opanamayep. TeM caMbIM ThI
o6esonacuib ce6s OT 3aKayKu BHpYca Ha TBOE YCTPOHCTBO,

3. Tlpu ucroms3oBarms Wi-Fi oTwmoun QyHKIHIO «O6mmit moctyn kx daiinam u
npraTepam». JaHEad QYHKUHA 3aKpEITA MO YMONYAHHIO, ONHAKO HEKOTOpBIC
[10/Ib30BATE/H AKTHBUPYIOT €& /U1 Y00CTBa HCIIONB30BaHHs B paboTe HiH yyebe;

4. He ucrons3y#t myGmuumsit WI-FI m1a nepenadn JMYHBIX JGHHBIX, HANPUMED IS
BBIXOJA B COLIMAIBHBIE CETH HJIH B JNMEKTPOHHYIO [10YTY;

5. Unoms3y# Tonsko 3ammmenHoe coemuuenne depes HTTPS, a e HTTP, T.e. npu
nabope Be6-anpeca BBOIH HMEHHO «https://»;

6. B MobmmeHOM Tenedone orkmoun ¢ynkmmo «[logkmoderne Kk Wi-Fi

aBTOMaTHyeckuy. He onyckail aBTOMAaTHUECKOro MOAKIIOUCHHS YCTPOHCTBA K CETIM
Wi-Fi 6e3 TBoero cornacus.

L
Coyuanvivie cemu

CouuanpHble CeTH aKTHBHO BXOJSAT B HAlly JKM3Hb, MHOTHE JIFOJH PabOTArOT H JKHBYT
TaM MOCTOSHHO, a B Facebook yxe 3aperncrpuposan Munmuapa yenoBex, 4TO ABIAETCS OJHOH
" CeIbMOM BCEX JXKHTENEH IUTaHeThl. MHOrue Mnonb3oBaTe/ld HE NOHHMAIOT, YTO HHQOpMAIHs,

pa3MeIeHHas HMH B COLMANBHBIX CETAX, MOKET OBITh HalileHa ¥ MCIOJIB30BaHa KEM YTOMHO, B
TOM UMCNIE He 0053aTeNbHO ¢ GlIaruMu HaMepeHHAMH.

OcHOBHEIE COBETHI 10 6€30TaCHOCTH B COLHATLHBIX CETAX:

1. Orpanugp cnucok apysed. Y TeOsa B Ipy3bsaX HE JOKHO OBITH CAyYaHHBIX H
HE3HAKOMBIX JIOJICH;

2. 3amumai cBOK YacTHYIO ku3Hb. He ykaseiBait mapouu, tenedoHsl, agpeca, nary

TBOETO POXHEHMS W JPYryl0 NHUHYIO HHPOPMANMIO. 370YMBIIUICHHHKH MOTYT
HCIIONB30BaTh JaXke HHPOPMAUHMIO O TOM, KAK Thl M TBOH DOJUTENH IIIAHHPYeTe
[IPOBECTH KaHMKYJIBI,

3amumai CBOKO PEITyTALMIO - IEPXKH €€ B UHCTOTE H 3anaBai ceGe BOpoc: XoTen Obl
TBI, YT00BI Jpyrue MoJb30BATENH BHAE/H, YTO Thbl 3arpyxaews? [Toxymai, npexie
YeM YTO-TO OMyOIMKOBATh, HAIUCATH H 3arPy3HTh;

Ecny THl FOBOPHIUG C JIOJBMH, KOTOPBIX HE 3HACIlb, HE HCIOJB3YH CBOE pealbHOe
MM W JPYryIO JHYHYIO MHOOPMALMH: MMs, MECTO XXHTEIbCTBA, MECTO y4eBbl
npouee;

WUsberait pasmemenus dororpaduit B Unreprere, rae Tel u300paxkeH Ha MECTHOCTH,

I10 KOTOPOH MOXHO OIPEEIHTh TBOE MECTOIIOJIOKEHHE;

IIpu perucTpauus B COIMANIBbHON CeTH HEOOXOMHMO HCIOJIB30BATH CIIOXKHBIE T1APOIIH,

cocrosmue u3 OykB ¥ Udp U ¢ KOMUYECTBOM 3HAKOB He MeHee §;

Jist COURAIBHOM CETH, MOYTHI H APYTHX CAHTOB HEOOXOLHMO HCIIOIB30BATH Pa3HBIE

TIapOJIH. Torpa ecma Te6s B3JIOMAKOT, TO 3JIOYMBILUJICHHHKH [MOJ1y4aT OOCTYII TOJILKO
K OMHOMY MECTY, @ HE BO BCE Cpasy.

DnexkmporHble OeHb2U

Snex'rpoanble ACHBIH — 3TO OYEeHb YHOOHBIH Crocod maTexei, 0QHAKO CYLIECTBYIOT
MOIIEHHUKH, KOTOPBIE XOTAT NOJNYYUTh 9TH JCHBIH.

3ne1crponnme JACHBI'H TNOABUJIUCH COBCEM HE€AABHO U HMMCHHO H3-3a 3TOrO BO MHOTIHX
;* rocyaapeTeax 0 CHX IOP HE NPOMMCAHO ITPO HUX B 3aKOHAX.



b, * A

B Poccun ke OHH (yHKUMOHMPYIOT M O HHX YKE NpONMCAHO B 3aKoHe, rae ux
PasACIAIOT HA HECKOJIBKO BMJOB — AHOHHMHBIE M HE aHOHMMHEIE. PasHuua B TOM, yro
QHOHHMHBIC - OTO T€, B KOTOPBIX paspelaercs NPOBOAMTL orepauun 6e3 uueHTHdHKarmH
T0JI30BATEIIS, & B HEAHOHMMHBIX MACHTH(HKALMM 0JIb30BATENIS ABJAETCA 06A3ATENBHOM,

Taxxe cieayer pasmmyarh SJNCKTPOHHbIE (HATHBIC NEHBIH (PABHBI I'OCYNAPCTBEHHBIM
BAMOTAM) H NIEKTPOHHbIE He(DHATHBIE ACHEIH (HE paBHBI TOCYAAPCTBEHHBIM BAIOTAM).

OcrosHbIe coBeThI 110 6e30macHol pabore ¢ 3NEKTPOHHBIMH JIEHBIAMH:

1. Tlpuesxu K cuery MoOwibHBIH Tenedon. D10 campiit ynoOHbIA M GBICTPBLA crIoco6
BOCCTAHOBHTH JOCTYN K cuety. [lpusssanubiit Tenedon nomoxer, ecin 3abymews
CBOM IUIATEXHKIN NAPOIIB WK 3alfIeIb Ha CalT ¢ HE3HAKOMOTO YCTPONCTBa,;
Hcnons3yit omropasosbie maponu. [Tocie nepexosia Ha YCHJIEHHYIO aBTOPH3ALHIO
TeGe yxe e Gyer yrpoxarh OnacHoCTh Kpaku Hin TEPEXBATA [IATEXKHOTO IapoJLs;
Buiepu cnoxwsit napons. [Ipectynnuxam Oyner He mpocTo yrajaTh ClOYHBbI
napons. Haxexuwle naponu — 310 naposm, KOTOpBIE COAEpKaT He MeHee 8 3HakoB U
BKIIOYAIOT B Cebsl CTPOYHBIC U NPONUCHBIE GYKBBI, LM(PBI U HECKOIBKO CHMBOJIOB,

TaKHe KaK 3HaK 10Juiapa, QyHTa, BOCKIHLATENLHBIN 3HAK U T.I1. Hanpuwmep, $tROng!;;

4. He BBOIM CBOM MHUHBIE faHHDIC Ha caiTax, KOTOPLIM He JOBepAellb.

Onexmponnas nouma

OJIEKTPOHHAN MIOYTA — 3TO TEXHOJIOTHA H [IPEIOCTABISEMBIE €0 YCIYIH 110 NepecsuIKe 1
TIOJTy"ICHHIO 3NICKTPOHHBIX COOOMICHMH, KOTOPHIE DAaCIpEleNAIOTCA B KOMIBIOTEPHOH CeTH.
OBBrMEO ~ ONIEKTPOHHBIM  MOWTOBBIA  SMMK  BHLICTSIKT CTENYIOWHKM  0Bpasom:

HMX_HOJIBBOB&TCJIH@HMX_}IOMCH&. Taxxe KpoMe€ TI€peravyd IIpOCTOro TEKCTa, HMEEeTCH
BO3MOXXHOCTD NepeaaBarh Gaitsl.

OcHoBHble coBeTHI 110 Ge30macHoN paboTe ¢ 3NEKTPOHHOMN OYTOI:

1. Hano seiGparh npaBMIIBbHEIN MOYTOBLIA cepsuc. B HHTEpHETE ecTh OrPOMHBIN BbIGOp
GecnaTHbIX MOYTOBBIX CEPBHCOB, OJHAKO JIYHIIE JOBEPATH TEM, KOTO 3HACLIL U KTO
NEPBLIA B pEHTHHTE;

2. He ykaseiBail B JM9HOM nouTe ymunyio Hidopmaumo. Hanpumep, nyume BBIOpaTH
«My3BIKUIBHBIN_panat@» unm «pok2013» BMecTo «remal3»;

3. Hcnonp3yi ABYXITaIHYIO aBTOPH3ALMIO. DTO KOrAA MOMHMO NIapOJIst HY)XHO BBOJMTH
KOJ1, IpHChUIaeMbld 1o SMS;

4. BoiGepu cnoxHbIA naposnb. JUIs KakI0ro MouToOBOrO SIUMKA NOKEH OBITH CBOM
HAJIeXKHBIN, YCTONYHMBLIA K B3JIOMY [1apOJib;

5. Eciu ecTh BO3MOXKHOCTH HAIIMCATh CAMOMY CBOMN JIHYHBIN BOIIPOC, HCIONB3YH 3Ty
BO3MOXXHOCTE;

6. Vcrmone3ydt HECKONBKO MOYTOBBIX siukoB. [lepBbii mis uacTHOM TEPENHCKH ¢
anpecaTtaMM, KOTOPbIM Thl JIOBeps€lb. DTO IJIEKTPOHHBIN aapec He Hajo

HCNONBL30BATh IIPH PErHCTpaluy Ha Gopymax U caiTax;

He otkpeiBaii Qaiinel M 1pyrue BIOKEHMS B MHCMAxX JAXe €CIH OHH NPHUUIH OT

TBOHMX Zpy3ei. Jydme yToyny y uux, oTnpas/suin 14 OHU Tebe ITH dariner;

Ilociie OKOHYaHHA paboTHI HA MOYTOBOM CEpBHCE IIepel 3aKphITHEM BKJIANKU C
caiToM He 3a0yap HaxaTh Ha «BbliTHY.



Kubepbynnune unu eupmyansroe uzdesamenscmeo

KubepOyimasr — mpecnesoBanne COOOMEHHAMH, COACPHNAIIMMH  OCKOpGIeHHs,

arpeccHIo, 3alyTHBaHHE; XYJIMIaHCTBO; COLHANbHOE OOMKOTHPOBAHME C IMOMOIIBIO PA3JTHYHBIX
HHTEPHET-CEPBHCOB.

OcHoBHEIE COBETEI 110 00pK6E ¢ KHbepOyUIHHIOM:

1. He 6pocaifcs B Go#. JIyuumit cnoco6: mocoBeToBaThCs Kak ceOf BECTH W, €C/IM HeT
TOro, K KOMy MOXHO OOpaTHThCHi, TO BHayale YCIOKOHThCA. ECIM Th Haumens
OTBEYaTh OCKOPOJIECHMAMH Ha OCKOpOJIeHHS, TO TOJNBKO emie OOJNbLIE pa3oxiKels
KOHGHKT;

2. Yupasnsait cBoelf kubeppenyranuei;

AHOHAMHOCTb B CeTH MHuMas. CymecTByIOT CrocoGbl BBIACHHTB, KTO CTOHMT 3a

AHOHHMHBIM aKKayHTOM;

He crout BecTn xymuranckuit o6pas BupTyansHolt xusnu. HHTepHeT Qukcupyer see

TBOM NEHCTBUS U COXpAHSAET UX. Y nanuts ux Gy/eT KpaitHe 3aTpy/AHHTE/HHO;

Cobmonalt cBo¥ BUPTYaIbHYIO YeCTh CMONIOAY;

VIrHOpupy# emuHHuHBE HeratuB. OfHOpa3oBBIE OCKOPGHTENbHBIE COOBINEHUSA

JIy4Ie HrHopHpoBaTh. OOBIYHO arpeccus NpeKpalnaeTcs Ha HayaabHON CTaIHK;

Ban arpeccopa. B nporpammax o6MeHa MrHOBEHHBIMU COOBLIEHHAMH, B COLMATBHBIX

CETAX €CTb BO3MOXXHOCTb OJIOKMPOBKH OTNPAaBKM COOOIIEHHH C OMpeeeHHbIX

aJIpecoB;

8. Ecm e cBumerens kubepGysmmnra. TBOM JCHCTBMA: BBICTYIHTH [IPOTHB
NpecnefoBaTeNs, IOK43aTh €My, YTO €ro JEHCTBHA OLEHUBAIOTCH HEraTHBHO,

NOJJIEPXKATh MKEPTBY, KOTOPOM HY)XHA I[ICHXOJIOTHYECKAs MOMOIMIb, COOOLIATS
B3POCIIBIM O (aKTe arpecCUBHOrO MOBEAEHHUS B CETH.

Mobunvnwii menegon

CoBpeMeHnHbie CMapTGOHBI ¥ IUIAHWETHl COAEPKAT B ceOe BIOJIHE BIPOCTHIH
Gysxnuonan, ¥ Temepb OHH MOIYT KOHKYPHPOBATH CO CTAlMOHAPHBIMH KOMITBIOTEPAMH.
OnHako, CpeacTB 3alUTHI AT MOA0OHBIX YCTPOHACTB 110Ka 0YeHb MO, TeCTUPOBAHHE H MOHCK
YA3BHMOCTEH B HHX NPOMCXONMT HE TaK HHTEHCHBHO, Kak s [IK, 10 ke camoe xacaercs u
MOOMIBHBIX TIPHIIOKEHHIH.

CoBpemeHHbIe MOOHIIBHBIE Opay3epbl yXKe NPAKTHUYECKH JOTHAIM HACTOJIBHbIE AHANIOTH,
O/IHAKO pacmMpeHHe (YHKUMOHaa BjeYeT 3a CO00H OONBIIYIO CIIOKHOCTE U MEHBIIYIO
3alMIEHHOCTb.

)IBJICKO HE BCE I[TPOHM3BOAUTEIIH BBITYCKAIOT O6HOBJ]CHHSI, 3aKPBIBAOIIHE KPHTHYCCKHE
YA3BEMOCTH U1 CBOMX YCTPOﬁCTB.

OcHoBHBIE COBETHI /151 6e30MacHOCTH MOBHIILHOTO TeeoHa:

1. Hudero e sBisercs mo-Hacrtosmemy OecriatHeiM. Byap OCTOpoeH, Beab KOIrla
Tebe npeararoT OecriaTHBI KOHTEHT, B HEM MOTYT ObITb CKPBITBI KaKHe-TO
IUTIaTHBIE YCIIYTH;

2. [yma#, npexne 4eM otnpasuts SMS, hoto wm Bueo. Tl TOUHO 3HAEWIb, IJIE OHH
OyAyT B KOHEUHOM HTOrE?

Heo6x0aMMO OGHOBIATE OnepaunoHnyIo CHCTEMY TBOETO cMapThOHa;
4. Vicrionb3yi aHTHBHPYCHbIE IPOrPaMMbl U1t MOGHIILHBIX TENEPOHOB;

=



5. He sarpyxait npUIOXKEHNA OT HEH3BECTHOrO HCTOYHHKA, Beb OHH MOTYT COZEPHKATH
BPEIOHOCHOE NpOrpaMMHoe obecneyerne;

6. ITlocne Toro xax Thl Bedigews ¢ caiiTa, rie BBOAWI JIHYHYI0 HHGOPMALHMIO, 38y B
RacTpolixu Opaysepa u ynam cookies;

7. Tlepuonuuecku npoBepsil KAKHe IIATHBIE YCIYTH AKTHBUPOBAHEI Ha TBOEM HOMEDE;

8. Jlamaii cBo¥ HOMep MOOHIBHOrO TenehoHa TONBKO JIOASM, KOTOPBHIX THI 3HAENb H

KOMY JOBepsieLb;
9. Bluetooth momxen ObITh BBIKJIIOYEH, KOTAa Thl MM HE moib3yewscs. He 3abriBait
MHOT/IA POBEPATH 3TO.
Online uzpol
CoBpeMeHHBIE OHJAMH-HIPBl — 3TO KpacOYHble, 3aXBaThIBAIOIIME pa3BIICYCHHUS,

00BEIMHSIOLIME COTHH THICAY YENOBEK MO BCeMy MHpY. MIrpoku HCCrienyloT NaHHBIH UM MHD,
obWAKOTCS APYT C APYrOM, BBINOJIHAIOT 3a]aHHs, CPAXKAIOTCS ¢ MOHCTPAMH H MOTYHAIOT OIIBIT.

3a yIOBONBCTBHE OHM IUIATAT: MOKYMAIOT AMCK, OMJIAYMBAIOT a0OHEMEHT MM NpHOOpeTaoT
KaKHe-TO OILIHH.

Bce 3tH cpencrBa MAYT HA IOANEpXKAHHE M Pa3BATHE HIPhl, a TAKXKE Ha caMy
0e30macHOCTh: COBEPLICHCTBYIOTCS CHCTEMBl ABTOPH3AlMH, BBHITYCKAIOTCA HOBBIE IAT4YH
(uudpoBbIe 3arUTaTKM JUIA POrpaMM), 3aKpBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B nojfoOHBIX Hrpax CTOMT OMAacaThCs He CTOJIBKO CBOMX CONEPHHKOB, CKOIBKO KPakKH
TBOEro NapoJis, Ha KOTOPOM OCHOBAaHA CHCTEMa ABTOPU3aLMH OO/BLIIMHCTBA UIP.

OCHOBHEIE COBETHI 10 H€30TaCHOCTH TBOETO HIPOBOTO aKKayHTa:

1. Ecxm apyro#t urpok BezeT ce6s II0X0 WK co31aeT Tebe HeNpUATHOCTH, 3a0/10KHpyH
€ro B CITHCKE HIPOKOB;

IMoxanylics aJMMHWUCTPATOPaM MIPhl Ha [UIOXO€ [MOBEACHHE OJTOrO HIpOKa,

XeJaTebHO MPUIOKHTH KAKHE-TO /I0KA3aTe/IbCTBA B BHE CKPHHOB;

He yKasbiBait TIM9HYI0 HHOPMALKIO B POdaiiic HIpsl,

Vpaxall ApyraxX y4aCcTHHKOB IO HIPE;

He ycranasmiBai HeOOHUHAIBHBIC NATUH H MOJBL,

Hcnons3yi CI0XKHEIE H Pa3HbIE NapOIIH;

Ilake BO BpEMs MIPbl HE CTOMT OTK/OYaTs aHTHBHPYC. IToka Tel Wrpaeurs, TBOM

KOMIIBEOTEP MOTYT 3apa3suThb.

)

Now e W

Quuiunz UnU KpaKca 1UdKbIX OGHHbIX

OOGBIYHOM KpaXeH HeHer M NOKYMEHTOB CErOAHS YXe HUKOro HE YNHBHIIb, HO C
PasBATHEM WHTEPHET-TEXHOJNOTMH 3MOYMBIUUICHHHKH IEPEMECTHINCh B MHTCDHCT, M
NPOAOJDKAIOT 3aHUMATBCS «IIOOHMBIM) E/IOM.

Tax nosBHJIaCh HOBas yrposa: HHTCPHCT-MOHICHHH‘{CCTBa HJTH (l)H[UHHF, riaBHas HEJIb
KOTOpOro COCTOMT B ITOJIYYCHHH KOHQ)}UICHU,H&HL‘HB[X JaHHBIX [10J1b30BaTeIel — JIOTHHOB H

naponeit. Ha anrmuiickom siseike phishing unTaercs kak QUIIAHT (ot fishing — priGHas 0B,
password — [apois).

OcHOBHBIE COBETEI 110 Gopbbe ¢ GuiHHrOM:

1. Cnemu 3a cBOWM akkayHToM. Eciu Thl MOJO3peBaellb, YTO TBOA AHKETA Obu1a

B3JIOMaHa, TO HEOOXOAMMO 3a6NOKMpOBaTh €¢ M COOOLIMTBH AIMHHHCTPATOpaM
pecypca 00 3TOM Kak MOXHO CKOpee;



B

Wemons3yit GesomacHble Bef-caiitel, B TOM YHCNe, WHTEPHET-MarasHHOB H
IIOUCKOBBIX CHCTEM;

Wcnonmsayit cnoxusie u pasusie maponn. Takum 06pasoM, eci Te6s BITOMAIOT, TO
3TIOYMBIIUICHHUKH IIOJY4aT AOCTYI TOIBKO K OJHOMY TBOEMY MPOQUIIO B CETH, 4 HE
KO BCEM;

Ecnu TeGs B3noMaiM, TO HEOOXONWMO NpEIYNPEAMTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIe N00aBiieHbl y Te0s B ApY3bAX, O TOM, YTO TeOs B3JIOMaIH M, BO3MOXKHO, OT
TBOEr0 HMeHu OyeT pacchUIATECA ClIaM | CCBUIKH Ha (QHUIHHIOBBIE CaiThI;
Yceranosu BanexHsi mapons (PIN) Ha MoOmibHEL TenedoH;

OTnoun coxpaHenue napoius s Opaysepe;

He oTkpbiBait ¢aiinel ¥ Apyrue BIOKEHUS B NHChbMAX JaXe €CTM OHH MPHILIH OT
TBOMX Jpy3eH. Jlydiue yTounH y HHX, OTIIPABIISUTH JIH OHU Tebe ITH (akbl.

~ow

L{u¢pposas penymayus

[ludposas penyTauus - 5T0 HEraTWBHAA WIHM II03MTHBHAS WHGOpMalHs B CETH O Tebe.
KommpoMerupyromas MHGOpMAlHs pa3MelICHHAs B MHTEPHETE MOXET Cepbe3HbM 00pasoM

OTPa3UTLCS HA TBOEH peanbHOM Xu3uH. «L{udposas penyTauusy - 3T0 TBOH HMHIK, KOTOPBIH
dopmupyercs 13 mHGOpMAIKH 0 TeOe B UHTEPHETE.

TBOe MeCTO XUTENBCTBA, yueOsl, TBOE HUHAHCOBOE MOIOXKEHHE, OCODEHHOCTH XapakTepa
M paccKassl O OJM3KHX — BCE ITO HAKATUIMBACTCH B CETH.

MBHOr#e MOAPOCTKH JIETKOMBICTIEHHO OTHOCATCA K MyONMHKaluu JUYHOH HHQOpMALHH B
ViHTepHETE, HE TOHMMAs BO3MOXKHBIX MOcneAcTBHH. Thl Jake He CMOXeWb NOTafaThCs O TOM,
uT0 oTorpadus, pasMemeHHas 5 et Ha3aj, CTajla NPUYMHON 0TKa3a MPHHSATE Te0s Ha paboTy.

KomMeHTapuH, pa3MelleHHe TBoMX Qororpaguit ¥ ApyrHe HeHCTBHS MOIyT He
HCYE3HYTh JaXe IIoC/ie TOro, Kak Thl MX YA&IMIIb. Thl HE 3HAEWb, KTO COXPAHHI OTY
uH(OpMAIMIO, MONANIA JIH OHA B TNOHCKOBBIE CHCTCMBI H COXPAHHJIAChH JIX OHA, @ [NIABHOE: HTO
NOAYMAIOT 0 Tebe OKpYIKalollee JIOAM, KOTOphie HalAyT  yBuAAT 310. Hailith nndopmanuio

MHOTO JIET CIYCTS CMOXeT JIo0oH — kak u3 J00pbIX MOOYXAeHHHM, Tak H C HaMepeHHeM
IPEYEHHETS BpeA. DT0 MOXKET ObITh KTO YTOZHO.

OCHOBHBIE COBETHI [10 3alIKUTe UAPPOBOH penyTaunu:

1. Tlomymaif, npexiae 4eM 4TO-TO NyOIMKOBATL W Iepenasarb y ceds B Giore uid B
CONHANILHOH CETH;

2. B Hactpoiikax npouis yCTAHOBH OTPaHHYEHHs HA IPOCMOTP TBOEro NPOoQHIIs U ero

COLEPXKUMOro, CAeNall ero TOJbKO UL Apy3ei;

He pa3memait u He yxaspBail nHPOpMAUHUIO, KOTOPA MOXKET KOro-1ub0 ocKkopOIsTh
WK 00MXKaTh.

Asmopckoe npago

CoBpemMeHHBIE WIKONBHHKA— AKTHBHBIE II0JIb30BATENH LM(BPOBOrO IPOCTPAHCTBA.

OpHaxo Janeko He BCE 3HAIOT, YTO M0JIE30BAHHE MHOTHMH BO3MOXHOCTAMH IHPOBOro MUpa
TpebyeT COOMOICH S NPAB HA HHTEIUIEKTYaTbHYIO COOCTBEHHOCTD.

TepMuH «HHTENIEKTYaNbHas COGCTBEHHOCTH» OTHOCHTCS K pasJIM4YHbIM TBOPEHHSIM
HEIIOBEYUECKOro yMd, HA9HHAA C HOBBIX M300peTeHHit U 3HaKOB, 0003HAYAIOLIMX COOCTBEHHOCTD

Ha MNPOAYKTBI M YCIYTH , W 3aKaHyuBas KHMramu, Qororpadusmy, KHHOQHILMAMH H
MY3BIKATbHBIMU [IPOM3BEICHUAMH.




ABTOpCKHE NpaBa — 9TO Npapa Ha MHTEJUICKTYalbHYI0 COOCTBEHHOCTD Ha POH3BENEHHS
HAYKH, THTEPATYPbl H HCKYCCTBA. ABTOPCKHE NIPaBa BLICTYNIAIOT B KAYECTBE [APaHTHH TOTO0, 9TO

MHTEIUICKTYaJIbHBIH/ TBOPUECKHH TPy aBTOpa He Gyner HAIIPACHBIM, 14CT €My CIIpaBETHBEIE
BO3MOXHOCTH 3apabOTaTh Ha pesyNsTaTax CBOEro TPY.Ia, MOMYYHTh H3BECTHOCTD H TNpU3HaHKE,
Huxro Oe3 paspemmenus aBTopa He MOXET BOCIPOH3BOLHTD €10 IIPOU3BE/IEHHE, PaCIIPOCTPAHATS,

MyONHYHO JIEMOHCTPHPOBATH, NPONABATH, MMIOPTHPOBATS, yCKaTh B IIPOKAT, ITyOIHYHO
MCIIOJIHATS, NIOKA3BIBATH/HCIIONHATE B 3dupe Wi pasMemats B MHTepHeTe.

Ucnons3zosanue (IIHPATCKOI'0» IMMIPOrpaMMHOI0 obecrieYeHHss MOXKET IIpUBECTH K MHOT'UM

PHCKaM: OT MOTEPH JNAHHBIX K TBOMM aKKayHTaM [0 OJOKHPOBKH TBOEro YCTpOMCTBa, rae

YCTAHOBJIEHHBIH HE JeraibHas nporpaMma. He crouT Takxe 3a0biBaTh, YTO CYLOECTBYET
NerajbHbie U GecnnaTHble MPOrpamMMBel, KOTOPblE MOKHO HAHTH B CETH.

O nopmane

CereBHUOK.pp — TBOM I/IaBHBIM COBETYMK B CETH. 3[€Ch Thl MOXEMIb Y3HATh O

©e30nacHOCTH B CETH MOHATHBIM U HOOCTYITHBIM A3BIKOM, @ IIPH BO3HHKHOBEHHH KpHTH‘ICCKOI:I

CHTyalMd OOpaTHTBCA 3a COBETOM. A TaKKe MPUHATH y4acTHe B KOHKYPCAaX H CTATh CAMBIM
MG POBEIM IpaXKIAHHHOM!



Tpunoxkenne Ne3. MamsiTica nst poureneii o6 undopmanuonHoii Gesonacuocty aereit

Onpenenenue TepMuna «HHdopMaumMonHas 6e30macHOCTs eTeit» CONEPXUTCA B
Penepamsrom 3akone No 436-03 «O 3amure nerelf ot MH(OPMAIWH, IPUYHHSIOMEN Bpe HX
SAOPOBBIO M DA3BHTHION, PEryJIMPYIOIMM OTHOLUEHHS, CBA3aHHBIE C 3AMATON nerelf OT
MHbOPMAIMH, IPUIHHSIOWEN Bpe/l HX 3710pOBBIO M (¥1H) pa3BUTHIO. COrNacHo ZaHHOMY 3aKOHY
«anopmanmonsas Ge30NaCHOCTh JieTel» - 3TO COCTOSHHE 3alUIIEHHOCTH, IIPH KOTOpOM

OTCYTCTBYET PUCK, CBA3AHHBIA C NpPHYHHEHHeM WH(pOpMaLumell Bpela HX 34OPOBBIO M (MIH)
(PH3NYICCKOMY, ICHXHUECKOMY, IyXOBHOMY, HPAaBCTBEHHOMY Pa3BUTHIO.

B cuny ®enepanbHoro 3akona No 436-03 wunpopMaiued, NpHYHHSIOWMENH Bpex
37I0POBBIO Y (MJIK) PA3BUTHIO AETEH, SBISETCS:
1. uHdopmaums, 3anpeuennas s pacnpoCTPaHEH s CpeH eTel;
2. wvndopmauus, pacnpocTpaHeHHe KOTOpOH
OEeTeH  OIpeieNICHHBIX BO3PACTHBIX KaTETOPHH.
35,

K nudopmanun, 3anpeumennoi i pacpoCTpaHeHUs Cpeid JeTed, OTHOCHTCS:
4. wuudopmanus, nobyxaromas JeTed K COBEPLICHHIO AEHCTBHH, MPEACTABIIAIOMIHAX

yrpo3y WX >XKH3HHM M (WIK) 300POBBIO, B T.Y. IPHYHHEHHIO BpEa CBOEMY 3OPOBBIO,
caMoybuHiCTBY;

OTpaHHY€HO cpeau

COCOOHOCT BBI3BATh y JETeH JKellaHHe YNOTPEOMTH HAPKOTHYECKHE CPEACTBA,

NCUXOTPONHEIE M (MIM) OZYpPMAaHUBAIOLIKE

BelecTsa, TabayHble H3IENHA,
ANKOTOJIHYI0 M

CIIMPTOCOLEPXKALIYI0 — NMPOAYKUMIO, [HMBO M  HAIHTKH,

M3rOTABJIMBAEMBIE HA €10 OCHOBE; MPHHSATH YYaCTHE B a3apTHBIX HIpaX, 3aHHMAaThCH
IPOCTUTYLMEH, OPOSHKHHYECTBOM HIIH NONPOIIAHHHYIECTBOM;

6. OOOCHOBBIBAIOMAS WJIM ONpaBjbIBAOAs JOMYCTHMOCTb HacWiIus M (WIH)
KECTOKOCTH JM60 mnobyXpawolnas OCYLIECTBIATh HAaCHJIBCTBEHHBIE EHCTBHA I10
OTHOLIEHHMIO K JIOJAM H XHBOTHBIM,

7. oTpHuIAiOmas CeMeiHble NEHHOCTH M (QOpMHpYIOWas HeyBaXKEHHE K POLMTENSM H
(A1) APYTMM WIEHAM CEMbH;

8. ompasAbIBAOLIas [IPOTHBOIPABHOE NOBEICHHE;

9. copepxalas HeNeH3ypHY0 Opanb;

10. conepxamas uH$OPMALHKIO OPHOrPaYHYECKOr0 XapakTepa.

K uHpOpManuy, pacnpoCTPaHEHHE KOTOPOH OIPaHHYEHO Cpean ACTeH OIpPEIe/eHHOro
BO3pacTa, OTHOCHTCH:

1. mHEpopMAalMs, TpeAcTaBiseMas B BHIAC M300pKEHHs WM ONHCAHHMS HKECTOKOCTH,

duzmyeckoro W (WIM) TICHXMYECKOrO HACHIMA, NPECTYIUICHHS WIH HHOro
aHTHOOLIECTBEHHOrO NEHCTBHS;

BhpI3pIBAOIIAA Y Jeren CTpax, y)Xac WM IaHHKY, B T.4. NMpeaCTaBJsdeMas B BH/C

¥300paXKeHUsl WIM ONMCAHMA B YHIDKAIOUIEH YeNOBEYecKoe MOCTOHHCTBO (opme
HEHACWJIbCTBEHHOH cmepTH, 3a00JieBaHHA, CaMOyOMICTBA, HECYaCTHOro cCiydas,
aBapuy MJIH KaracTpodsl U (M/IH) HX IIOCIEACTBHIA,

[pescTaBiseMas B Buje M300paKeHUs MM ONHCAHMS ITOJIOBBIX OTHOIIEHHA MEXY
MYXYMHOH M XKEHIIHHOMN;

3

4. conepxamas OpaHHbIe cji0Ba 1 BBIPKEHUS, HE OTHOCALHMECS K HELEH3YPHOH OpaHu.

C yuetoM atoro Bam npeanararorcs npasuia paboTs! B ceTH VIHTEpHET 1A pasIniHbIX

BO3PACTHBIX KaTeropui, cobmozieHue KOTOpHIX MO3BONUT OOecmednTs HHGOPMALMOHHYIO
6e30M1acHOCTb BALIMX ETEH.

Obwue npaguna 015 pooumener




= g::a?r}:omu::e (;’;m:%pacm pefeHka HCIIONB3YHTE nporpaMMHOe obecmedenye,
TPOBaTh M KOHTPONMPOBATH WH(POPMALMIO, HO He MONAraiTech
TIOTHOCTHIO HA Hero. Bawe BEumManue K pebenky - rIaBHEIH MeTo 3aIHUTHL.

2. Ecm Bam peGerok umeer axkaynt na omsoM 3 coumamshx cepsrcos (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.L.), BHUMATEIBHO H3Y4WTe, KaKyl HHPOpMALmIO
TNIOMEINAIOT €ro Y4aCTHHKH B CBOMX MPoGHIIX u 610rax, BKIHOYas GpoTorpaduy 1 BUAEO.

3. Ilposepsre, ¢ KaKHMH ApYruMu CaliTaMy CBS3aH COLMANIBHBIN cepBHC Bamero peGeHKa.

Crparnuxu Baiero peGenka Moryt 65ITh 6e30macHEIMH, HO MOTYT U CONEPKATE CCBUIKH

Ha HEXelaTe/IbHbIe H ONacHble CaHThl (Hanmpumep, MOPHOCAMT, HIIM CAaHT, HA KOTOPOM

JpYT YNOMHMHAeT HOMep coToBoro Tesnepoxa Bamero peGemka wmu Bam momammwmi

azpec)

TMoompsiite Bammx mereit coobmars 060 BceM CTPaHHOM MM OTTAIKUBAIOIMM H He

CIIMIIKOM OCTPO pearupyiire, Korja OHu 310 AeNAKOT (M3-32 ONaCeHHA NOTEPATH AOCTYI K

VnTepHeTY neTH HE TOBOPAT pOAMTENsM O Tnpobiemax, a TaKkKe MOrYT HadaTh

HCTONB30BaTh MHTEpHEeT BHE 10Ma M IKOJBI).

5. Bymere B Kypce cereBoit xu3nM Bamero peGenka. Murepecyiitech, KTO X ApYy3bs B
WHTEpHET TaK Xe, KaK UHTEPeCyeTech PealbHBIMU APY3bAMH.

Bospacm om 7 0o 8 nem

B UnTepHeTe peGeHOK cTapaetcs MOCETHTHh T MM MHbIE CaHThl, a BO3SMOXHO H 44Tkl
paspemIeHHe HA TOCEMEHHE KOTOPHIX OH He momydmn Obl oT poauTesed. [103TOMy poIHTesiM
oco0eHHO mONe3HBl OyAyT T€ OTYETH, KOTOphle TPEAOCTABIAIOTCS IIporpamMMaMH II0
OTPaHMYECHHIO HCNONb30BaHUA VIHTepHeTa, T. €. POAMTENHCKMH KOHTPOJIB MIK TO, YTO BBI
CMOXeETe YBHIETh BO BpeMEHHBIX (aiinax. B pesynsrare, y pebenka He OyAeT OIIYMIEHHUS, YTO
332 HAM BEJETCS MOCTOSHHBIA KOHTPOJb, OJHAKO, POAUTEIH OYAyT MO-TIPEXKHEMY 3HATH, KaKHe
caliTel mocem@aer ux pebeHok. JleTd B JaHHOM BO3pacTe 00J1a1aloT CHIBHBIM YYBCTBOM CEMBH,
OHHM JOBEPYMBEI M HE COMHEBAIOTCA B aBTOpuTeTax. OHM JIOOST UrpaTh B CETEBbIE WUIPHI H

IyTemecTBOBaTh MO0 VIHTEpHEeTY, HCNOMb3Ys 3/EKTPOHHYIO NOYTY, 3aXO/UTh Ha CAHTBI ¥ YaThl,
HE PEKOMEHIOBaHHbIE POAUTEIAMH.

Cogersl o 6e3onacHocTH B ceth VIHTepHeT wis nereii 7-8 ner

1. CospmaliTe COMCOK AOMALIHMX TpPaBHJ NocelieHus VHTepHeTa npu y49acTuu neted u
TpebyiiTe ero BEIIOIHEHHS.

2. Tpeby#re or Bamero peGeHka COOMIONECHHA BPEMEHHBIX HODM HAXOXICHHS 3a
komripioTepoM. TTokaxute pebeHky, uto Brl Habnonaere 3a HHUM He moToMy 4To Bam

3TO XO4eTCsH, a IOTOMY 4TO Bhl Gecrniokoutech 0 ero 6e301acHOCTH | BCerja roTOBbI
eMy NIOMOYb,

3. Kommeiorep ¢ noaxmoyeHueM k UHTEepHETY NOJDKEH HAXOMUTHCS B oOLIEH KOMHAaTe
O/l IPAUCMOTPOM POJUTENEIA.

4. Vicnone3yiTe crielUaNbHbIC JETCKHE OUCKOBBIC MAIIHHEL.

5. Hcnone3ay#ite cpencTea GI0KHPOBAHMA HEXENATENBHOTO KOHTEHTA KaK JI0TOIHEHHE K
CTaHJAAPTHOMY PoauTensckoMy KOHTPOIIIO.

6. Cospalite cemeHHBI 3JEKTPOHHBIA SIMK, YTOOBI HE MO3BOJHTH ACTAM HMETH
cobCcTBeHHBIE ajpeca.

7. BnoxmpyiTte KOCTYn K caiftam ¢ GECIUIATHBIMU TOYTOBBIMM SIHKAMHA C TOMOLIBIO
COOTBETCTBYIOLIEIO [IPOrpPaMMHOr0 06ECIIEYEHHUS.

8. Ilpuyuure nerell coeeroBarhcs ¢ Bamu nepes OonyONIMKOBaHHEM KakoH-THGO
uHGOPMALMH CpecTBaMu 3/IEKTPOHHOM MOYTEHI, YaTOB, PErHCTPAUMOHHBIX GOpM H
npodunei.

9.

Haywite niereil we sarpywars Qaiiiei, mporpaMMsl WM MyshKy Ge3 Bawero
coryacus.



10. He paspewaitre netam ucnonssopars CiryOBl MTHOBEHHOTO 06MEHa COOBIIECHUAMA.

11. B «Gensiity crmcoxk Cal{TOB, Pa3pelIeHHBIX 1S TIOCEIIEHHS, BHOCHTE TOJNBKO CAHTHI ¢
XOpOLIEH pernyTanue.

12. He 3a0niBaiite 6ecenosats ¢ netsmu 06 ux Lpy3bsx B nTepHere, Kak eciu 651 peus
IIUIA O OPY3bsAX B PEABbHON KU3HH,

13. He penatire «raby» 13 BOnpocos MonoBo# xu3HH, Tak KaK B VIHTepHETE €TH MOTYT
JIETKO HATKHYTHCS Ha OPHOTPadHIo WK CAAThI VIS B3POCIBIKY.

14, Tlpuyuute Bamero pefeuka coobmars Bam 0 JOGBIX yrpo3ax MM TPEBOrax,
cBA3aHHbIX ¢ MHTepHEeTOM. OCTaBaiiTech CIIOKOHHBIMU M HAIIOMHHUTE JETAM, YTO OHHU
B 0€30MacHOCTH, €ClIM CaMy paccKasaid BaM O CBOMX TpeBorax. Iloxpamute ux
TOCOBETYHTE MOMONWTH eIle pa3 B [10J0OHbIX CIIyyasX.

Bo3spacm 0emeii om 9 0o 12 nem

B [aHHOM BO3pacTe NETH, KAK NpaBHM/O, YXKe HACIBIIAHBl O TOM, Kakas uHpopmaums
cymectByeT B MHrepreTe. CoBEpLICHHO HOPMAIBHO, 9TO OHH XOTAT 3TO YBH/IETH, IPOYCCTH,
ycnsmars. [IpH 9TOM HY)XHO TOMHHTB, YTO HOCTYN K HEXKENATENbHBIM MaTepualaM MOMKHO
JIerko 3a06NOKHPOBATH IIPU MTOMOIIM CPECTB POIUTEILCKOr0 KOHTPOJIA.

Cosersl o 6e3onacHocTy Ui Aeteit ot 9 10 12 net

1. Co3paiiTe CIMCOK AOMAIIHMX MpaBui MOCelleHHA VIHTEpHET NpH y4acTud JeTei
TpeOy#Te ero BHIIONHEHHS.

2. Tpeby#ite oT Bamero pebenka cobmoenust HOpM HaXOXKIAECHHS 3@ KOMIIBEOTEPOM.

3. Habmopaiite 3a peberkoM npu pabore 3a KOMIBIOTEPOM, IOKAXKHTE eMy, 41O Bl
GecrioxouTech 0 ero 6e30MacHOCTH U BCEr1a roTOBbI 0Ka3aTk €My MOMOLIb.

4. KommeioTep ¢ moakmoveHueM B MHTepHET noJkeH HaxoauThea B oOlIeH KOMHaTe
IO IPUCMOTPOM POJIHUTENEH.

5. Ucnonw3yitTe cpeacTBa 6I0KHPOBAHUA HEKENATENBHOIO KOHTCHTA KaK JOIMOJHEHHE K
CTaHAapPTHOMY POOMTENBCKOMY KOHTPOJIIO.

6. He 3abriBaiiTe mpuHUMATh HEMOCPEACTBEHHOE y4YacTHe B )KH3HM pebeHka Oece10BaTh
¢ neteMu 00 HX Apy3bsx B MHTEpHETE.

7. Hacramsaiite, 9T00b! I€TH HAKOI/Ja HE COIIAIIAINCE HA JIMYHBIE BCTPEYH C APY3bAMH
no Murepuery.

8. Tlo3poisiiTe JHETSAM 3aXOAMTh TOJNBKO Ha calThl M3 «Oenoro» crucka, KOTOPBIH
CO3/1aliTe BMECTE C HUMH.

9. IlpuyduTe JeTed HUKOrJA HE BBIAABATL JIMYHYIO HHOOPMALMIO CpeACTBAMM
SNMEKTPOHHOM IIOYTHI, YaTOB, CHCTEM MIHOBEHHOro oOMeHa CcoOOLEHHAMH,
PErHCTPaMOHHLIX (OpPM, THYHBIX NPOQuUIEH W NMPH PErHCTPALHH HAa KOHKYPCHI B
Unrepnere.

10. Tpuyunre nere#t He 3arpyxarb nporpammsl 0e3 Bamero paspemenus. O6bacHuTe
MM, YTO OHH MOIYT CIy4YaiHO 3arpy3uTb BHUPYCHl WJIM JIPYroe HeXesareibHoe
nporpaMmHoe obecrneyeHue.

11. Cospaiire Bamemy peGeHky orpaHMyeHHyl0 y4eTHYIO 3amHCh s PaboThl Ha
KOMIIBIOTEPE.
12, Ilpuyaure Bamero peGenka coomarh BaM 0 JHOGBIX Yrpo3ax HIM TpeBOrax,

CBJA3aHHBIX C HHTCPHCTOM. Hanomuure HACTHAM, YTO OHH B 0e301acHOCTH, €C/IH CaMu
paccKa3aii BaM O CBOHX TPEBOrax W OIIACEHHAX.

13. Pacckaxure eTaM o moprorpaduu B Muteprere.
14. HacranBaiiTe Ha TOM, 4TOGHI IE€TH IIPEZIOCTAB/IAIH BAM JOCTYI K CBOEH J/EKTPOHHOI]
mouTe, YTO0k! BbI yGemmmich, 4To oMM He 0GLIAIOTCS ¢ HE3HAKOMIAMH.

15. ObpsicHATe  NETAM, 4YTO Hens3w MCNONB3OBATH  CETh  JUIA XYJIMI'aHCTBA,
PacnpOCTPaHEHHS CILUIETEH WX yrpos.




Bospacm oemeii om 13 90 17 nem

B srom Bo3pacre
MOAPOCTKH AKTHBHO MCII
e et OJIB3YIOT TMOMCKOBBIE MALIMHBI, NOJIB3YIOTCA
(bmcnpomu K » CIIYKOAMH MIHOBEHHOrO 06MeHa COOGIEHHMAMH, CKAUMBAIOT MY3BIKY M
d . gm,'mxaM B 9TOM BO3pacTe GoNbIne IO HpaBy CMETaTh BCE OTPAHMYCHHUA, OHM
@KIYT TPYOOro I0MOpa, a3apTHBIX MIP, KAPTHHOK s B3pOCIHBIX». J{eBOYKH NpeIOYHTAIOT

o0WaTses B Yarax, NpPH ITOM OHH ropasno 6onee YyBCTBUTENBHEI K CEKCYaJIbHBIM
noMmorarenscteaM B nTepuere.

3a4acTyio B IaHHOM BO3DAcTe POJHTENAM YXKe BECHMa COXHO KOHTPOJIMPOBATH CBOHX
Aeteld, Tak Kak 06 Marepuere onu yxe 3Haior 3nauntensHo Gonpuie cBoux pomurenci. Tem He

MeHee, He OTmyckaire nerelt B «cBoGoaHoe miasanuey» no Murepuery. Crapaiitech aKTHBHO
y4acTBOBaTh B 00menun peGerka B Untepuere.

Baxso mo-mpexsemy crporo cobmonars rnpapiia HHrepuer-GesomacHocTH -
COrJIAIICHUE MEXAY POLMTENSMH M jaetbMu. Kpome TOro, HeoOXOMMMO KaK MOXHO Yalie
NPOCMATPHMBATE OTYETHI O JIESTEIbHOCTH JieTell B MuTepuere. CremyeT 0OpaTuTh BHHMAaHKE Ha

HEOOXOMMOCTh COMEPIKAHMS POIMTENLCKIX napoieil (maposel aMHHHCTPATOPOB) B CTPOIOM
cexpere ¥ 06paTUTh BHHMAHHE Ha CTPOrOCTb ITUX Maposie.

CoseTn! 10 6€30MacHOCTH B 3TOM Bo3pacte ot 13 g0 17 net

1. Co3paliTe cnmcox JoMamHWX npasua nocemenus VurepHera npH  y4acTHH
NOAPOCTKOB M Tpebyite He3yCIoBHOIO €ro BbINOIHEHHA. O6rosopuTre ¢ pebeHKOM
CIIHCOK 3anpeLieHHbIX CAHTOB («depHbli CrHcok»), dacel paboTel B MHTepHere,
PYKOBOACTBO IO 061enmio B Uuteprete (B TOM HUCIE B yarax).

2. KoMmmbioTep ¢ MOAKMOYEHHEM K CeTH MHTepHET NOKEH HaXOMTbCS B OOuIeH
KOMHATe.

3. He 3a6siBaiite 6ecenosars ¢ geTbMu 00 HX Apy3psax B MHTepHeTe, 0 TOM, Y4eM OHH
3aHATEl TakuM oOpazoM, Oyaro peub HAET O JPY3bsX B PEAIbHOH IKM3HH.
Cnpammsaiite 0 JIOJAX, C KOTOPHIMH JIETH OOWIAIOTCA [OCPEACTBOM CIYXD
MIHOBEHHOT0 0OMeHa cooOLICHHAMMU, YTOOBI YOEAUTELCH, YTO 3TH JIIOAH HM 3HAKOMBI.

4. Vicnonp3yiTte cpeacTBa GIOKMPOBAHMA HEKENATENLHOTO KOHTEHTA KaK JONOIHEHHE K
CTaHAApPTHOMY POJIHTEIECKOMY KOHTPOITIO.

5. HeobxomuMO 3HATh, KAKMMH dYaramu nospdytorcs Bawm neru. [loowpsiirte

HCNOJIB30BAHAE MOJEPHPYEMBIX 4aToOB M HacTauBadTe, 4ToOBI NIeTH HE obWammch B
NIPUBATHOM PEXHME.

6. HacrausaiiTe Ha TOM, 4TOOBI J€TH HUKOIJA HE BCTPEYAIHCH JIMYHO C JAPY3bAMH H3
cetn VInTepHer.

7. Tlpuyuurte JerTel HE BbJABaTh CBOIO JIMYHYIO HMHGOpMALMIO CpPeACTBAMH
3JIEKTPOHHON IOYTHI, 4YaTOB, CHCTEM MIHOBEHHOro oOMeHa COOOLIEHHAMH,

PerHCTPALMOHHBIX GOpPM, JIHYHLIX NPOQUIIEH W NpPH PErdCTpalHX Ha KOHKYPChI B

Wnrepnere.

Ipuyunre nereil He 3arpyxarb nporpammsl 6e3 Bawero paspemenus. O6pacuure

HM, YTO OHHM MOTYT CJIy4aHHO 3arpy3dTb BHPYChl WJIM JPYroe HexelaTelbHOe
nporpaMMHoe obecreyeHue.

[Ipuyyure Bamero peGenka coobmares Bam 0 mMOOLIX yrpo3ax HJIM TpeBOrax,
cBa3aHHbIX ¢ Murepnerom. HanomuuTe 1€TAM, 9TO 0OHHM B 6€30MACHOCTH, €CIIH CaMu

pacCkKkasajid BaM, O CBOMX yrposax HjH TpEBorax. [ToxBanure HX H IIOCOBCI‘yﬁ'l'C
TNOAOHTH ele pa3 B NOLOGHBIX CTyqasx.

10. Pacckaxure nersam o noprorpaduu B WmtepHere. ITOMOrMTE MM 3AlIMTHIBCH OT
cnama. Hayunre mompoctkop me Boyasars B MuTepHere cBoero PeILHOrO



AICKTPOHHOIO ajpeca, HE OTBEYATL HA HEKENATENbHBIE [TUCEMA H HCIIOJB30BaTh
CIICIMANBHBIC TOUTOBBIC QUILTPEI,
11, Tlpryuure ceOs 3HAKOMUTLCS ¢ caiftamMu, KOTOPBIE TIOCEIIAOT OAPOCTKH.
12. Hayunre jperell ysaxars npyrux B unrepuere. Y6emurecs, 4To OHM 3HAIOT O TOM, YTO
TIPABMIIA XOPOWIEro NOBEACHUs AeHCTBYIOT BE3/ie — HAXKE B BUPTYATLHOM MHUpE,
13, OObscHUTE NeTsaM, 4TO HH B KOeM ciy4dae Henn3s Hcnons3oBate Cers Wi
XYJNUraHCTBa, PAaCTPOCTPAHEHHS CIUIETEH WIH YIPO3 APYTHM JIFOJIAM.
14. OGeynuTe ¢ MOAPOCTKAMH NIPOOIEMb] CETEBBIX a3aPTHBIX MIP U X BO3MOXKHBIA PHCK.
HanoMHHTE, YTO IETH HE MOI'YT UIPaTh B 3TH MUIPBI COMJIACHO 3aKOHY.

!
[IOCTOSHHO KOHTpONHMpYHTE WHerons3opanue Vurepera Bammum peGenkom! 310 He
HApYIIEHHE ero JIMYHOTO IMPOCTPAHCTBA, & MEpa MPEJOCTOPOXKHOCTH M IpOsBleHne Bamew
POHTENLCKOM OTBETCTBEHHOCTH U 3a00THI.






